Welcome to the PIA for FY 2010!

Cangress passed the E-Government Act of 2002 to encourage the use of Web-based Internet applications or other information technology by
Government agencles, with the intention of enhancing access to governmentinformation and services and Increasing the effectiveness, effidency,
and quality of government operations.

To combat public concerns regarding the disdosure of private information, the E-Government Act mandated various measures, including the
requirement that Federal agencies conduct a Privacy Impact Assessment (PLA) for projects with information technalogy systems that collect,
maintain, andfor disseminate “personally identifiable information® of the public. Persanally identifiable information, or "personal information,” Is
information that may be used to identify a specific person,

The Privacy Act and VA policy require that personally identifiable information anly be used far the purpose(s) for which it was collected, unless
consent {opt-in} is granted. Individuals must be provided an oppertunity to provide consent for any secondary use of information, such as use of
collected information for marketing.

Directions:
VA 6508 is the directive which outlines the PIA requirement for every System/Application/Program. More information can be found by reading VA
E508.

i you find that you can't dick on checkboxes, make sure that you are: 1} Not in "design mode” and 2) you have enabled macros.
PLA Websita: http:ffvaww, privacy.va.gov/Pla.asp

Roles and ibilities:
Rofes and responsibilities for the specific process are clearly defined for all levels of staff in the Privacy Impact Assessment Handbook 65202.2

referenced In the procedure section of this document.
a. The Privacy Officer (s responsible for the overall coerdination and review of the PIA to ensure compliance with VA Handbook 6202.2.

b. Records Officer (s respansible far supplylng records retention and deletion schedules.

c. Information Technolagy (IT] staff respansible for the privacy of the system data will perform a PIA in accordance with VA Handbook 6202.2
and to immediately repert all anomalies to the Privacy Service and approprlate management chain,

d. Information Secunity Officer {I150) Is respensible for assisting the Privacy Officer and providing information regarding sccurity controls.

e. The CIC is responsible fer ensuring that the systems under his or her jurisdiction undergo a PLA. This respensibllity Includes identifying the IT
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reviewing and approving the PLA before submission to the Privacy Service.

ian Pers ide In
information in identifiable form that s collected and stored in the system that either directly identifies and individual by name, address, sodal
security number, teiephone number, e-mail address, biometric identifters, photograph, or gther unigue numbers, codes or characteristles or
combined, indirect indentify an individual suchas a combination of gender, race, birth date, geographical indicators, license nu mber 1s also
considered Pl

Mocros Must Bg Enable s Fi
To enable macros, go to: 1) Tools = Macros > Security - Set to Medium; 2) Click 0%; 3) Uase the file and when recpening elick on Enable Macros at

the prompt



(FY 2010) PiA: System Identification

e e e g B

Program or System Name:

OMB Unigque System [ Application / Program
Identifier (AKA: UPID #H):

cnmﬂﬁn_u: of System / Application f Program:

e TI T e -

_ﬁmmnﬂz 4>VHA > 5mz 02 > ALBANY ....__n_In > LAN

029-00-02-00-01-1120-00

which the VHA healh care facilities operate ther
sofrware applicatons and support for E-Government
intiathees o Inciude Pictuse Archiving and
Commuication Systems (PACS). The PACS
applications in VISH 2 LAN systers indude racioiogy,
ardiciogy, optometry and dental Note that PACS s a
generic term for ampthing that archives images.
Aadiclogy, Cardiniogy, Gptometry, and Doertal tile
PACS for thelr departments, [t Inciudes the computer
equipment azsociated with cEnical operations and the
employees (spproadmately 2500 FTE) necessary to
pperate the system.  LAN system supponted IT
wervices across the VA prpantzation whith had a
network of 21 Veterans Integrated Sanvion Networis
{VISNs) that managed 155 medical centers, aver B31
commursty based outpatient cinics, 46 residertisl
refabiltation treatment programs, 115 nursing homes,

e e G

mw.u__d___ Name:

Privacy Officer:

Infoermation Security Officer:

Chief Network Information Officer:
Person Completing Document:
Other Titles:

Albany Stratton VAMC . .

518-626-6503
518-626-6242
518-626-6212
518-626-6242

Angintette Smith
Cynthia Brown
DHane Miemann
Cynthia Brown

‘Date of Last PIA Approved by VACO Privacy
Sendices: (MMYYYY)
Date Approval To Operate Expires:

___..au_" spacific Emw_ m::._n..:au autharize this
program or System:

e S —— T

08/2008
08/2010

Title 38, Unced States Code, section 7301(a).



What Is the expected number of individuals
that will have their PIl stored in this system:
1,000,000-9,999,959
Identify what stage the System /[ Application /
Program is at: Operations/Maintenance
The approximate date {MM/YYYY} the system
will be operational (if in the Design or
Development stage), or the approximate
number of years the
system/applicationfprogram has been in
operation, Operational since approximately 1988
Is there an authorized change control process
which documents any changes to existing
applications or systems? Yes
If No, please explain:
Has a PIA been completed within the last three
years? Yes

Py -



(FY M_EE PIA: mﬁﬁmﬂ of mmnoam

Is the nuE maintained ..__._n__mq one _..: more approved m____ﬂ,mEE of w.mnnauu

if the answer above is no, please skip to row 16.

- s paee — e

Far each applicable System(s) of Records, list:

1. All System of Record Identifier(s) (number):



2. Name of the System of Records:
3. Location where the specific applicable System of Records Notice may be
accessed (include the URL):

i R ke g —
Have you read, and will the application, system, or program comply with, all data
management _uﬂn_omu in the System of Records zE.EnE,_.

Lo R e

Does the System E. Records Motice require medification or :u.n_u::m._.
St =chjepta e T FITTRT ="

Is Pil collected by paper methods?

Is Pll collected by verbal methods?

Is Pll collected by automated methods?
Is a Privacy notice provided?

Proximity and Timing: |s the privacy notice provided at the time of data collection?
Purpose: Does the privacy notice describe the principal purpose(s} for which the
information will be used?



Authority: Does the privacy notice specify the effects of providing information on a
voluntary basis?

Disclosures: Does the privacy notice specify routine use(s) that may be made of the
information?




OIVAIIS; (MVATLS; 0TVALIE; 14VALIS; 20VALIR; 2IVALGD; 24VALY, 2EVALLY,
J9VATL 32VADY 33VATII; VAL S4VALT; STVAIDCT; 64VALS, 65VAILZL
GIVATIL: TIVA LS TTVALRD; TOVALS, BAVAITIE; B9VALY; SIVAIRS, 9IVALLIC,
GIVAIIL; 9TVALDS; SEVALNSA; S9VAIIL; IOVALONSID; 105VALIL IISVALT,
0EVALLS; TIOVALD: 113VATLZ; 1I4VALS; 115VAID; 11TVATDY, 12TVALS, 130VALY

Department of Medicine and Surgery Engineening Employee Management Information Records-
VA; Individuals Serving oa a Fee Hasis or without Compensation (Consultants, Attendings,
Onbers) Personnel Records-Vi; Motor Viehicle Operator Accident Records-VA; Non-VA Fee
Rasis Records-VA; Patient Medical Records-Vi; Personnel Registration under Controlled
Substance Act-VA; Physician, Dentist and Supervisory Norse Professional Standards Board
Action File-VA; Veteran, Employee and Citizen Health Care Facility Investigation Records-
VA: Nationa! Prosthetics Paticnt Database-VA; Veteran, Patient, Employee and Volunteer
Research end Development Project Hecoeds-VA; Health Administration Center Civilian Heallh
and Medica] program Records-VA; Voluntary Service Hecords-VA; Readjustment Counseling
Service (ROS) Vet Center Program-VA; Comzmamity Placement Program-VA; lonizing
Rediation Registry-VA; Health Professional Scholarship Program-VA; Health Care Provider
Credentialing and Privileging Records-VA; Veterans Health Information System and
Technology Architecture (VISTA)}VA; National Chaplain Managzment Information System
(NCMIS): Health Fligibility Records-VA; Call Detail Records-VA; Homeless Providers Grant
& Per Diem Program Reconds-VA; Gulf War Regiatry-VA; Consolidated Data Information
System; Dissster Emergency Medical Persomme] System -VA (DEMPS) Automated Safety
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Department of Medicine and Surgery Engineering Fmployee Mazagement Information Records-
VA; Individuals Serving on a Fee Hasis or without Compensation {Consultants, Attzndings,
Cnhers) Personnel Records-VA; Motor Vehicle Operator Accident Records-VA; Noo-VA Fee
Basis Records-VA; Patient Medical Records-WA: FPersoane] Regivtration under Controlied
Substance Act-VA; Physician, Dentist asd Supervisory Numse Professional Standards Board
Action File-VA; Veteran, Employee and Citiren Health Care Facility Investigation Hecords-
VA Nationa! Prosthetics Patient Datzhase-VA; Veteran, Patient, Employee zad Volunteer
Research and Development Project Records-WA; Health Administration Center Civilian Health
znd Medica! program Records-VA; Voluntary Service Hecords-WA; Readjustment Counseling
Service (RCS) Vet Ceater Program-VA; Community Placement Program-VA; lonizing
Radiation Registry-VA; Health Professional Scholarship Program-VA; Tealth Care Provider
Credentialing and Privileging Records-VA; Veterans Health Information System and
Techrology Archilectire (VISTARWA; National Chaplain Mzanagrment Information System
(NCMIS); Health Fligibility Records-VA; Call Detail Records-VA; Homeless Providers Grazt
& Per Dicm Program Records-VA; Gulf War Registry-VA; Consolidated Data Information
Systemn; Disaster Dmengency Medical Personme] System -VA (DEMPS); Automated Safety
Incident Trecking Systemn-VA (ASISTS); Patient Representation Program; Agent Orange
Registry; Compliance Holline; Spinal Cord Dysfinction Registry-WA; Employes Incentive
Scholarship Program-VA; Telephone Care and Service Rocords-VA; The Revenue Program —
Hilling and Collection Records-VA; Employee Debt Reduction Program-VA; Veterans Canteen

_— s
{Please Sefect Yes/No)
Yes
Yes
Yes
Yes

Yes

Yes



Yes

Yes



{FY 2010) FIA: Notice

Please Al in gach tohamn for the data types solected.

T Coflection M Wit will the subjects be todd about the  How is this meszage ‘Hirw |4 & privacy
i Information collection? comeryed Lo them? niotice provided!
The rrast comenon dets fypes 1hal 9 optuned ardd
acremmed on a reguist Ses by AChorznd indvideis
W frst angd bl nete, il inkal, DOY, 55N, ewd
mckdrems. This patiend rformation fals ints b
et adiminitrattve ard cinicel, Qe
figrwation i used i disgrowe, prescribe Trestment
and ol Chnicaly te pebent Segugh R healh
Primary Subject's P 1 e prosanters. Admeesivatie S0 & uRed 0
Varkama o i N mentity B veberan {55, cemespond o/t [name
Comtact Infeemation [rame, address, and acdreml, o deteTming eipSiity (patent
telephone, et} Verksl brnnteal g il + S5A and [R5 deta )l Warbally Vorbaily
Farrily Relathon [spouse, children, Dependent data i collert during inits
parents, grandparcrts, ete) WA File Database Intorvicen with member Upon admisksn Writhen Written
Hitary Serwin bfgaration [Branch of servce,
futirg, Mo CandBonm ity wevice,
Service Imfprmation #2] Thi Mformation i colecied b sesess Rligiity
Tor vl haathare berefts, fype of heathoore
ertroric/File Tranafer  needed Werbally Written
The LAN & e f2 ornes B Visli-Legecy
spaabons snd meet 3 wide aege of Paaith Ce
data nasdu. The VistA-Legecy syl IDeset n
mecdcal perieny, AT bty aod (TTRLRTy Do
s, rarmng Pomes snd derriany, and s
raflecty § wide rege of pemona medoal nformela
tor chrcel dhegrees, Eatment, patert weshasbon,
el patre teve. [penmon types of personal el
rlerralion moud indude leb best reas,
presnplions, allepies, medesl degooses, vial Bgrm,
. Tha infermaton & weed 15 el 3 oore for the
witeran patert. Chnicsl informalion Fom. Wil and Del
Medical Information Verbal s umedd in B dhageetms and bruatment of the vetere, Verbally Varbalby
WA Police VistA package stones this
informstion to acress in the effort to
Crimimad Becord Infermatien Werbal motect # those wtiizing the VA syder Verbally Werbaily
et of hon, AR nimctions, heskth tae ey
desigration. Th informaten W Leed I e
notfication prooe e s Fedl g o messical
Guargian Inf rmation erbal darivant. Werbaly verbally
Traning end [cucition recores and




Sedical benetft determined by DRgisity

Verbal fram VARD Vierbally Werbally
Meewt-of-kin iInformation and emefgency
comtact infurmation, stoh a5 name and
telophore number, b collected from the
wescran o use o contact other indhvidualy
in caue of 40 emergendy. In aidition
iurance and ermploymert information 5
svadlabile on the veteran for use in billing
Crther [Cxpdain) Verbal for care. Verbally
Source s data coliection
Data Type xuﬂ.iﬂ%-undng i requmsted, Identify tha spocifie fle, Mandatory of __En_n__::
T ertity anc/or nerme of ageney) Voluntary?
WVeteran or Primary Subject's Personal
Contact nfermation [Rame, sddreas,
tedephone, o] Yes Veteran Mardatory
Family Relation [spouse, childron,
parents, grancparerts, oic) Yea Veteran Walurtary
Service informaten ] WA Filgs [ Databases [Identy file) Mandatony VARD
Medical Irformation hCH Weteran Wardatory
Criminal Record Infermatian Yes WA Fifes | Databases (idertify file) Mandatory Falice ViSTA file
fasardian Infermation Ve Veteran Mandatory
Eddueation Infipnmaton =1 Weteran Voluntary
Benefit information Tes WA Files / Databases {idonify file] Nardatory Va g
Crther [Explaing
Crther |Capain)
Other [Expialn] _ = e R -
as s, = — —a Y r—— a2z




(FY 2010} PIA: Data Sharing

D they What procedurs
Organization it B, ;ifeuRiy thistype of Duita l“_“_u.. i-l.l.ﬁu..-.ﬂﬂii—-#ﬂnh
Agenty/Organization this Lharing and s purpote.
Shared? Infarmatian?
systen?
\nternal Sharing: VA Crganizaticn Campsnd Ren Lo
T L WALCD You PHI  DataUse Agreement
Crthepr Weteran Drganization LT

Othet Federal sources
include IRS, 554, DeD and
ChES. Data bs used for

Other Federal Government Agency Ineame verifieathon to

determineg W third party

eollection s possible, Aha

uned i determining

1R5, 554, Dol and CMS efgiblity for care. P Data Use Agresmernt
Ltate Government Apensy Mo MIA
Lowal Goeprnment Ageny Mo Mfa
Research Entity
Other Project f Sratem Mo
Both P&

Other Project / System Seate WV Database No  Public Hea'th PHI  Datause agreement
Other Project /System B
e el et Ferllld — e — N S T —

{FY 2010) P1A: Access to Records

D thee Sy stern gather Information
from another syitem? e
Pleass enter the name of the systerm:. CPRSSVISTA

Per respornes in Tab 4, does the System
gatmer information from an indhiduaf? No

_..
I Through aWritten Reguest
K Information ed froem an

hiens xk I Submitted in Person

! . I the g * T Deline vla ElectronicForm

h there a eontingeney plan In plaoe to
process information when the system i
down? Tes




(FY 2010) PIA: Secondary Use

Will il data be included with any
secondary use requast? Tes

rigiclaaely T weawd W
s el (o P bouy

Hes St of 82 T

Describe process for authoriring actess

tothis dats. ’
To request acoess throwgh
User Access Form which
Eives the users eredentials
amed what specific aceeds i
needed. 1t signed by a
supenvisar and then by the
local 150, Then forwarded

Answer: R o SAA for processing




(FY 2010} PIA: Program Level Questions

Does this FIA form coatain any sensitve [nformation that could cause harm 1o the Department of Yeterans

Affairs or any party I disclosed to the publi?
Hf Yes, Fleate Specify:

Mo

Expfain how collected data are Emited to required clements:
Anywer:

Data ls colected through template in VISTA

Hovw 15 dats checked for completeness?
AnLwer:

Clinkal Reminders chetk for absence of data

What steps or procedures are taken to ensure the data remaing current and not out of date?
AnTwer:

Clinical Reminder quewe provider 8t next vist

How 15 new data verified for relesance, authenticity and acouracy?
Aniwer:

VISTA fialds are ptructure for teat or
nurnbericaldata.

Additions| infarmation: [Provide omy necessory clarifing information or additional explonation for this
section.)

ANSWEr

——————————— S e —— S —
(FY 2010} PIA: Retention & Disposal

What i3 the data retention period?

Angwer 75 years aftes death
Explain why the information is needed for the indicated retention peripd?

Anpwer legal inuos

What are the procedures for efiminating data at the end of the retention pericd?
ANTWer;

Records are purged by Nationzl Archives

Whare are these procedures documented?
AREWEr

Documented In Regord maaspement poiicy

Horw are data retention procedures enforced?
AnEwer:

By Record Management perianne|

Has the retertion schedule been approved by the National Archives snd Records Administration [NARA)

Yes

Addhtiona! information: (Provide any necessary tianfing information ar additional explonation for this
ection )
Antwer:

[FY 2010} PIA: Children's Online Privacy Protection Act (COPPA)

Wil infarmation be collected through the internet from children under age 137



¥ Yies, How will parerital or guardian approval be obtsined?
ANTWEr
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(FY 2010) PLA: Final Signatures

: uﬂﬂ Hew York VA at _EE: Stratton

uunln.nu Report: 412112010
OMB Unique Project Identifier 025-00-02-00-01-1120-00
REGION 4 > VHA > VISH 02 > ALBANY

Project Name VAMC = LAN

Eﬁn__ Officer; _ — Anointette Smith T 518-626-6503
_..
information Security Officer: Cynthia Brown ~ S1B-626-6241
CYHTHEA 2 BRdanN
M= CYNTH 7 BRCAN O = Departent of Veoe's A OU 2 Deot. of Vewoarn Aflers, idarnad Siat
280527 434743 DT Digital 5., ature Block
Metwork Chief :._E:._....:.._n.: Officer: Diane Nigmann 51B-626-6212
...f..\.._.f..fkn.......u g, 1 " ? .-".r B e e g T
Person Completing Document: § Cynthia Brown  518-526-6242
| CEMTHLA T Eu_u..s.\.“z
| w.m Wﬂdﬂ.ﬂwﬁﬂqcl_!li_rntqr: F _r..__ _.ﬁ.ﬂ_mmagrg nimal Fas
System [ Application [ Program Manager: Jack Galvin . 518- 626-6244
9 JACK Farzedme |
Signature not verified| Dﬁﬂm&_-frm Block ru.uhlm”hmm m.mm. Hl.w.qr._.
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